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Who we are?

Australia and New Zealand network
of Accounting Firms

The sixth largest grouping of Accounting Firms
Worldwide



Have you heard of XERO?

• Probably the most widely used software in the 
Not-For-Profit sector

• Focus of discussion is on how to better use 
Xero?

• Understanding the different features.

• Better reporting for boards and management.

• Most people are new to Xero or have only 
been using it less than 5 years.

• No discussion around Xero and fraud. Is it 
even possible in Xero?



Oh yes its possible!

• We will highlight where we think there is 
potential in Xero for fraud.

• Show you steps to track usage and review 
staff activity in Xero.

• Steps you can take to reduce the potential of 
fraud.

• How to integrate into your internal control 
processes the use of Xero.



Most common types of fraud

Most common frauds include 

 asset misappropriation (theft of cash, data, and 
property), 

 corruption

 and financial statement fraud schemes (deliberate 
misstatement, misrepresentation, or omission of 
financial statement data)



Internal control basics

We will be concentrating on the first type of 
fraud

By implementing the following anti-fraud 
internal controls and practices, organizations 
can expect considerably lower losses due to 
fraud.

 Segregation of Duties

 Expense Reimbursements

 Whistleblower Hotline

 Periodic Reconciliation of Bank Accounts



Managing Users – the main roles

The roles in Xero are:

 Advisor

 Standard

 Invoice only

 Read only

 Manager users

 Contact bank account admin



Managing Users – Deciding on the roles

Questions to ask:

1. Who decides on “who manages the user” – 
easy if that person is the owner. Harder for 
a Not for Profit.

2. What qualifies a person to be an “advisor.”

3. Who should have “standard.”

4. Who is the appropriate person to have 
“invoice only.”

5. Does you organisation have a policy 
around the above.



Other roles
 Invoice only options – There are four options for 

the Invoice only role, which give different levels of 
access to sales and purchases transactions: Only 
create drafts, Sales, Purchases, and Approve and 
pay sales and purchases

- Invoice only – Draft 

- Invoice only - Approve and pay

- Invoice only – Sales

- Invoice only – Purchases

 Who is reviewing the work done above?

 Is it documented in the “Finance manual.”



Managing Users – Periodic review

 Who should still be users?

 Who should be removed

 Are their current roles 
appropriate

 Schedule into the annual 
finance calendar – review of 
Xero users



Lock dates

– Locking dates is an important function as it 
means you cannot make changes to periods 
where the dates have been locked.

– Two main places to lock dates

- Conversion Balances

- Financial Settings 

– Only someone with advisor role can lock 
dates.



Protecting your account

 Set up two-step authentication to provide an extra layer 
of security for your Xero account. We also recommend 
enabling two-step authentication for your email account 
where available.

 Don't share your login details. Each user in your 
organisation should have their own account so there's an 
audit trail of access and data changes.

 Regularly check your login history to make sure your 
account is secure.

 If your account is accessed from a new device or 
browser, we'll send you an email alerting you to the log 
in. Check details in the email to make sure you logged in 
at that time and location.

 You'll be automatically logged out of Xero after a period 
of inactivity. You can't change or turn off the timeout 
period.



Review log history
– You can look at a transaction and review the log history

– The log history will show what changes, have been made, by who and 
when – see example below



Review log history

 You must have advisor status to review the log

 Put it on your dashboard

 Under the advisor tab select History & Notes Activity

 Here you can review individual entries or all entries, you 
can also review based on user name

 In the finance manual – this should be done – monthly by 
whoever has advisor status.

 Done annually by the external accountants as part of their 
year end. (Who is checking on the advisor?)

 What you should be looking for? Infrequent user, bank 
account detail changes, unusual activity, large changes etc.



Bank account admin

– Manage users have the following rights

– Can give people access to bank account admin

– Bank account admin – add or edit customer and 
supplier bank account details

– Audit of this function needs to be done regularly 

– Done on two levels 
- at manage user level
- bank account admin level



What to watch out for 

You can mitigate the risks by:

 Reviewing Xero's Audit Trail - it cannot be turned off. 

 Ensure that the person who enters the payments, does not physically make or release the bank 
payments. 

 Random checks of supplier invoice details to details held in your contact record.

 Follow up on calls from your suppliers who tell you that bills are outstanding.|

 Keep an eye on your sales and sales receipts



Watchfuleyesoftware.com

– https://www.watchfuleyesoftware.com/

What it does:

– Improve the integrity of your accounting data, your accounting processes and reduce the risk of errors and 
fraud 

– Seamless integration with Xero

– Dashboard to display the quality of your accounting processes

– Out of the box analysis of a wide range of Supplier, Customer and Employee attributes and relationships

– Highlights changes to bank accounts where the account has changed since the last payment

– Actionable results highlighting suspicious data and transactions which you can investigate (or we can provide 
this service for you)

https://www.watchfuleyesoftware.com/


Case study



Case study



Thank you

Contact

Clyde Young clyde.young@williambuck.co.nz

Courtney West courtney.west@williambuck.co.nz
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